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* Health Insurance Portability and
Accountability Act (HIPAA)
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HIPAA brief history

* 19963V 3, signed by Bill Clinton
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HIPAA

* Title I of HIPAA protects coverage for
workers and their families when they change or lose
their jobs.

e Title II of HIPAA, known as the Administrative
Simplification (AS) provisions, requires the
establishment of national standards for electronic
health care transactions and national identifiers for
providers, health insurance plans, and employers.



* Per the requirements of Title II, the HHS has
promulgated five rules regarding Administrative
Simplification: the Privacy Rule, the Transactions and
Code Sets Rule, the Security Rule, the Unique
Identifiers Rule, and the Enforcement Rule.
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General Rule
]

e Covered Entity may not use or disclose PHlI,
except as permitted or required by Privacy
Rule



To Individuals
-

Besides required disclosures, Covered Entities
also may disclose PHI to their patients/health
plan enrollees Examples:

— —Health plans can contact their enrollees
e —Providers can talk to their patients



Health Care Operations (1)
o

e Health Care Operations are administrative,
financial, legal and quality improvement
activities

e Necessary to run business and to support
core functions of treatment and payment



Optional Consent

e Rule permits consent on voluntary basis for
TPO

e —Optional consent may not be used where
an authorization is required
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* Medical records (’F/7% )
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* Communications among providers
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* Medical insurance information
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* Past, present and future medical care plans®!
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"“What information is protected?

(cont.)

* Personally identifiable health information held or
disclosed by a covered entity in any form including orally,
written and electronically.

This includes:

°* Name

* Specific dates - birth, admission, discharge, death
* Telephone number

* Social Security number, medical record number

* Photographs

* (City, zip code, and other geographic identifiers
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2. etz © f1Health Care provider
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billing services and community health information
systems)




A health plan

* Health insurance companies
* HMOs
* Company health plans

* Government programs that pay for health care, such as
Medicare, Medicaid, and the military and veterans
health care programs



A A health care provider

* Doctors

* Clinics

* Psychologists

* Dentists

* Chiropractors

* Herbal doctors
® Nursing Homes
* Pharmacies



A health care clearing house

* This includes entities that process nonstandard health
information they receive from another entity into a
standard (i.e., standard electronic format or data
content), or vice versa.

(e.g. billing services, repricing companies, community
health management information systems and "value
added" networks and switches.)
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A specific description of the information to be used or disclosed;

Who (by name or class of persons) is authorized to make the
requested use or disclosure of information;

Who the covered entity is disclosing the information to;

What the purpose is regarding use or disclosure of the
information;

An expiration date or event;

How the individual can revoke authorization, including the
exceptions and the ability to exercise that right (An individual
may revoke authorization at any time, but it must be in writing);

A statement that information used or disclosed under the

authorization may also be redisclosed and no longer protected

by the Final Rule;

A statement that the covered entity will not condition treatment
or payment on the individual's authorization; and

The form must be signed and dated by the individual or by the
individual's representative.
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WHAT DO PROVIDER AND HELATH PLAN DO?

* Notifying patients about their privacy rights and how their
information can be used.

* Adopting and implementing privacy procedures for its
practice, hospital, or plan.

* Training employees so that they understand the privacy
procedures.

* Designating an individual to be responsible for seeing that
the privacy procedures are adopted and followed.

* Securing patient records containing individually
identifiable health information so that they are not readily
available to those who do not need them.
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* Do not make unauthorized copy or transfer of
any patient record

* Do not make unauthorized changes to patient
records, report immediately when you notice
any violation incident

* Applicable to both paper records and electronic
records
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/ Protecting Electronic PHI

* Protect your password and do not share it
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* Use secure emall
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TR T R BIVEHIE



Protecting Verbal PHI
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* Phone conversation
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Call 911 immediately
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Report patient’s and care provider’s information and
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(Common excuses)

*Worry  [Elil, ZhpE= 1 Uﬁ )

» Patient’s request  [EEL, % M RIS [agpYy
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* Looking for my own medical records in other’s
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HIPAA

* Mandatory ﬁmk[[] !
* Civil money pena
maximum fine =

Compliance
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» Criminal penalties [F[=E* |53

from $50,000 up

to one year

imprisonment (1 ) to $250,000 3 7 &
and 10 years imprisonment (10 =+ fEH1)



e Highest priority in all of
law is:

Patient Care and Safety



“Pay attention to what you say.

* WATCH what you say.

* WHERE you say it.

* WHO you say it to.

Talk quietly, do not use full name.

Make sure the person getting information has the
authority to do so.
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* Some one ask you about the other person’s illness.
* Tell your family about .....

* Check your friend’s or family member’s lab results
* E-mail someone’s health issue

¢ Tell other pt’s issue in front of another pt
* Take chart home or put in car

* Leave chart on table without secure it...

* Share other’s ss#






Examples of violation

* A man with AIDS won an out-of-court settlement
with a Michigan pharmacy in 1998. A pharmacy
clerk told Stanley Grzadzinski's children that he
had AIDS. ("Settlement in Privacy Suit Against
Drug Store; Children Allegedly Learned of Dad's
AIDS from Son of a Pharmacy Clerk," Chicago
Tribune, January 9, 1998, p. 10)



* In 1998, Longs Drugs in California settled a lawsuit filed by
an HIV positive man. After a pharmacist inappropriately
disclosed the man's condition to his ex-wife, the woman
was able to use that information in a custody dispute.
However, rather than pursue the suit against the pharmacy,
the man chose to settle in order to avoid a court trial that
could result in news coverage - and therefore further
disclosure - of his illness. ("Longs Drugs Settles HIV Suit,"
San Diego Union-Tribune, September 10, 1998, p. A3)



* Renee McIntosh is suing a San Francisco law firm
that represents her employer, Safeway. McIntosh
claims that the firm shared information -
including a psychiatric evaluation - about her
workers' compensation claim with a coworker. (K.
Flaherty, "Litigation Privilege vs. Privacy Is Issue in
Suit," American Lawyer Media, April 9, 1999, p. 2)



* Hundreds of patient records were found in the parking
lot outside Scripps Clinic in California. Information
included diagnosis, credit card information and test
results. The records appeared to be from multiple
health care sites. ("Patient Privacy Dumped in Trash,"
San Diego Union-Tribune, May 18, 1998)



* Intermountain Healthcare, a Utah-based health

]fglan, recently took steps to recover patient medical
iles that were misplaced. IHC said that its Salt

Lake Clinic had donated a file cabinet to Deseret
Industries and did not know that some records
and laboratory reports had accidentally slipped
behind the drawers. (J. Constanzo, "IHC Sues over
Misplaced Records,” The Deseret News, December

2,1998)
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« HIPAA song
http://www.youtube.com/watch?v=6wRDor
Q73Ng&feature=related

* Protecting Electronic Health
Information

hitp://www.youtube.com/watch?v=Czpa
OrW10 YWETEUre—relaiect




 http://www.youtube.com/watch?v=hZD1X
Y9Gs30&feature=related
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* http://www.cms.hhs.gov/hipaa/hipaa2/default.asp









